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Thanks to the lack of safety of those holding our passwords, we are often notified of user information and password theft occurring by those we provide our information to. Banks, stores, and other major corporations announce data thefts and loss regularly. As a result we need to be constantly on vigil and update our passwords regularly. 

Remembering passwords is difficult enough without having to change them at least twice a year. Password manager programs are great but even they can fail and then you can lose all your passwords.  

A new password theme has been worked out that helps you to remember your ever changing password scheme. The method uses a consistent password coupled with the name of the site you are at. Create a base password like: Qstn&16^, and combine it with the website you are visiting to create a unique password for that site. So if you go to the TPCUG Yahoo Forum site you would use, for example, Qstn&16^tpcg. This combines the usage of leaving out vowels in a word to remember the password better while making the password harder to break, using numbers and characters, one capital letter, and using at least an eight part letter/character basic password for better protection. You use the same basic Qstn&16^ with all your sites and just add in the website's name without vowels. You now have a single password to remember that can be used everywhere.  

Since the likelihood of one of the sites you use that password is going to be hacked this year you want to take one extra step to avoid having to revise all your passwords every time a hack occurs. Value your sites according to Low, Medium, and High security needs. For low value sites, like the shoe store or grocery store you add LV to your password. That would be: Qstn&16^LV as your base password for low value sites.  Medium value sites add MV and high value sites, like banks and credit cards, add HV.  

For high value sites it is recommended you also use secondary authentication, such as having to answer a question after your user name and password are approved. Remember not to use your correct information on your authentication answers. Your correct information is too easily available on the internet to use as an authentication. Dates of birth, schools you attended, and family and pet first and maiden names are readily found on many people's Facebook profiles and postings. Use something different that you can easily remember instead.
Protecting yourself is never going to be as easy as locking your doors and windows any more. Banks lose your data regularly as laptops filled with information are left behind by bank employees when they stop off for their morning coffee. Thousands of hackers work feverishly to break your passwords and steal your identity. The methods offered here are just methods to help you protect yourself. Doing due diligence in the battle against identify theft is an ever ongoing battle. Stay alert and you may get lucky and not hacked, for a while.

